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SUBJECT: SHERIFF'S DEPARTMENT . CELLULAR TELEPHONES AND OTHER
WIRELESS DEVICES REVIEW

On January 4,2011, your Board of Supervisors (Board) instructed the Auditor-Controller
(A-C) to conduct audits of a sample of departments to determine if they are complying
with County cellular telephone (cell phone) policies and procedures, and to report back
within 12 months on the results of those audits. Subsequently, in the Chief Executive
Office's (CEO) June 1 ,2011 County Cell Phone Usage - Status Report No. 3, the Board
was informed that these audits would begin six months after the approval and
implementation of the proposed new County Cellular Telephone and Other Wireless
Data Devices Usage Policy (Board Policy 3.160). Your Board approved this policy on
October 2,2012.

We reviewed the Sheriff's Department's (Sheriff or Department) compliance with the
County Fiscal Manual (CFM) and Board Policy 3.160. Our review included interviews
with Sheriff management and staff; a review of Department inventory and service
provider (i.e., Verízon Wireless and AT&T) records; an evaluation of internal controls
over wireless devices; and a review of the employee reimbursement process for
personal use of a County cell phone. Our review was delayed because the Department
expressed concerns with providing the wireless device inventory as it contained
sensitive information (i.e., names and phone numbers for undercover officers).
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Summary of Findinqs

Our review disclosed significant weaknesses in Sheriff controls over its wireless devices
(i.e., cell phones, broadband cards, subscriber identification module (SlM) cards, hot
spots, and iPads). These weaknesses have resulted in the Department paying at least
$773,000 in potentially unnecessary and inappropriate charges during our review period
(i.e., October 2012 through June 2014). The following are examples of areas for
improvement:

Sheriff needs to ensure inventory records of wireless devices include
assigned users. Sheriff inventory records had 699 wireless devices assigned to
Sheriff locations or positions, not individuals, as required by the CFM. In

addition, we noted that the managers/supervisors at five (71%) of the seven
locations reviewed did not maintain a listing that includes the name of the
individual to whom each wireless device is assigned.

a

a

Sheriffs Response - The Sheriffs attached response indicates that of the 699
wireless devices, 478 (68%) are pool or tactical devíces that are accessed by
multiple users. The 478 devices are assigned to a unit location or unit position
with a contact person noted in the Department's inventory system. In addition,
the Sheriff's response indicates that each unit has a designated person who
manages and routinely updates fhe contact person in the Department's inventory
who can determine fhe sfafus of a wireless device at any time. For multiple use
cell phoneg úhe Department has also indicated that they have a process in place
for tracking the assþned user and usage.

A-C's Response - The Sheriff's previously indicated that as a result of our
review, 130 of the 699 ø7eless devices were canceled, 91 were assigned to
individuals, and a contact person was added to the inventory for the remaining
478 devices. While a contact person may improve the Department's ability to
determine fhe sfafus of a wireless device, it does not establish accountability
over wireless device usage. Sheriff's management needs to ensure appropriate
documentation is maintained to establish accountability over wireless device
usage.

Sheriff needs to update wireless device inventory records timely. For
example, we noted that 42 former Sheriff employees were listed as assigned
users in the Department's inventory. ln addition, 34 former Sheriff employees
were listed in Verizon Wireless' records for periods of up to 18 months after the
employees' termination dates. Wireless devices listed as assigned to 12 (35%)
of the 34 former Sheriff employees had usage, which incurred approximately
$2,700 in service fees for the months with usage, after the employees'
termination dates. However, the Department could not provide documentation to
support who incurred the usage.
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Sheriffs Response - The Sheriffs attached response indicates that for the 42
former employees, 26 lines were reassigned and 16 lines were canceled. ln
addítion, of the 12 wireless devices that incurred usage after the employees'
termination dates, the Department indicates that they had documentation to
support who incurred the usage for ten of the 12 devices.

A-C's Response The Department was unable to provide adequate
documentation to support who íncurred the usage for the 12 wireless deyices.
The Department provided current e-mails from staff explaining reassignments
that occurred up to three years ago. The Department did not have
documentation supporting the reassignments at the time the reassignments
occurred. Sheriffs management needs to maintain documentation of device
reassignments and ensure service providers' and the Departmenf's r,vlreless
device records are updated timely.

Sheriff needs to ensure wireless device assignments are approved by an
appropriate level of management, justified based on operational need, and
adequately documented. Sheriff did not have justifications for the operational
need and/or approvals lor 22 (88%) of the 25 wireless devices reviewed.

Sheriffs Response - The Sheriff's attached response indicates that although the
Department has required executive level justification and approval for new
wireless device assignmenfs srnce August 2013, the Department added an
additional executive level approval in July 2014.

A-C's Response - Of the 22 wireless devices, 16 (73%) appear to have been
assþned prior to August 2013, the date the Department began requiring
executive level justification and approval for new wireless devlce assþnmenfs.
We were unable to determine when the remaining six (27%) devices were
assþned.

Sheriff needs to reduce costs by monitoring monthly wireless device bills
and deactivating unnecessary devices. Sheriff paid monthly service fees for
7,977 cell phones, SIM cards, and other wireless devices, including
approximately $223,000 for 418 (5%) devices that were not used during the
periods reviewed, and $532,000 for 1,296 (16%) devices that were not used for a
significant part of the periods reviewed, due to intermittent usage.

The Sheriff's attached response indicates that they proactively reviewed non-
usage and intermittent usage of cell phones and other wireless devices, and
canceled 1,044 devices. The remaining devices were either reassigned to a new
user or identified as tactical (i.e., required for law enforcement emergency
purposes).
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o Sheriff needs to distribute all wireless device bills with additional charges
to employees monthly to identify any personal usage/calls for
reimbursement. Sheriff staff reviewed wireless device bills but did not distribute
the bills with additional charges to employees to identify any personal usage/calls
for reimbursement. ln addition, Sheriff employees were not formally made aware
of their responsibilities over wireless devices or of the additional charges
associated with using directory assistance and other services (e.9., international
roaming, texUpicture messaging, application downloads, etc.) not included in
their plan. As a result, the Department incurred and paid for additional charges
that may have been for personal usage/calls.

The Sheriff's attached response indicates that in September 2014 they began
requiring users to acknowledge their responsibilities over wireless devlces. ln
December 2014, the Department developed procedures for distributing wireless
device bills to employees for review/reimbursement of overage/additional
charges.

Details of these and other findings and recommendations are included in Attachment I

Review of Report

We discussed our report with Sheriff management. The Department's attached
response (Attachment ll) indicates general agreement with our findings and
recommendations, and that they have implemented many of the recommendations in
our report.

We thank Sheriff management and staff for their cooperation and assistance during our
review. lf you have any questions, please contact me, or your staff may contact Robert
Smythe at (213) 253-0100.

JN:AB:RS:TK

Attachments

c: Sachi A. Hamai, lnterim Chief Executive Officer
Jim McDonnell, Sheriff
Department Heads
Audit Committee
Public lnformation Office



Attachment I

SHERIFF'S DEPARTMENT
CELLULAR TELEPHONES AND OTHER WIRELESS DEVICES REVIEW

Background

The Sheriffls Department's (Sheriff or Department) Communications and Fleet
Management Bureau (CFMB) is responsible for issuing wireless devices (i.e., cellular
telephones or cell phones, broadband cards, subscriber identification module (SlM)
cards, hot spots, and iPads), maintaining inventory, monitoring usage, and requesting
reimbursement from employees for wireless device overages and additional charges
(e.9., texting, directory assistance, etc.). Sheriff had approximately 8,000 wireless
devices and spent $3.1 millíon during Fiscal Year 2013-14 on wireless services.

Scope

We reviewed Sheriff compliance with the County Fiscal Manual (CFM) and Board of
Supervisors (Board) Policy 3.160 - County Cellular Telephone and Other Wireless Data
Devices Usage Policy. Our review included interviews with Sheriff management and
staff; a review of Department inventory and service provider (i.e., Verizon Wireless and
AT&T) records from October 2012 through June 201 4; an evaluation of internal controls
over wireless devices; and a review of the employee reimbursement process for
personal use of a County wireless device. Our review was delayed because the Sheriff
expressed concerns with providing the Department's wireless device inventory as it
contained sensitive information (i.e., names and phone numbers for undercover
officers).

COMMENTS AND REGOMMENDATIONS

Inventory Accuracv

The Sheriff did not maintain accurate inventory records of wireless devices, as required
by the CFM. We noted the Department's records did not include assigned users for 699
wireless devices. Most of these devices are assigned to Sheriff locations or positíons,
not individuals. For example, for six pool cell phones reviewed, the cell phones were
assigned to locations, and not to specific individuals, as required by CFM Section
4.7 .2.1 . ln addition, we noted that the managers/supervisors at five (71o/o) of the seven
locations reviewed did not maintain a listing that includes the name of the individual to
whom each of their non-capital equipment items is assigned, includíng wireless devices,
as required by CFM Section 6.8.2.

We also noted the service provider account number was not included in the
Department's records, as required by CFM Section 4.7.2.2, and the Department's
records had wireless devices assigned to 42 former Sheriff employees as of March
2014. We reviewed AT&T's monthly billing statements from December 2012 to March
2014 (16-month review period) and Verizon Wireless' monthly billing statements from
October 2012 to March 2014 (18-month review period), and did not note any former

AUDITOR.CONTROLLER
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Sheriff - Cellular Teleohones and Other reless Devices Review Paqe 2

Sheriff employees assigned in AT&T's records. However, we identified 34 former
Sheriff employees in Verizon Wireless' records and noted the following:

o 14 (41%) were still listed as assigned users in Verizon Wireless' records as of
March 2014 for periods of up to 18 months after the employees' termination
dates, and nine (64%) of the employees' wireless devices had usage after the
employees' termination dates. For example, one former employee is now an
independent contractor for the Sheriff and still has possession of the cell phone.
However, the Department did not have an approval for the cell phone
assignment, or justification to support the contractor's need for a County-issued
cell phone to perform his/her duties under the contract.

20 (59o/o) were listed as assigned users in Verizon Wireless' records for periods
of up to 17 months after the employees' termination dates, but were no longer
listed as assigned users as of March 2O14. Six (30%) of the employees' wireless
devices had usage after the employees' termination dates.

For the 15 wireless devices that had usage after the employees' termination dates, two
were used by former employees while working in different capacities (e.9., the
independent contractor noted above), and one was used by an active employee.
However, the inventory records inadvertently indicated the line was assigned to a
terminated employee. For the remaining 12 wireless devices, which incurred
approximately $2,700 in service fees for the months with usage, the Department could
not provide documentation to support who incurred the usage after the employees'
termination dates. The Department indicated that most of the 12 línes were immediately
reassigned within the respective bureaus/units. However, the bureaus/units did not
maintain documentation of the reassignments, nor did they notify CFMB of the
assignment changes in order to update Verizon Wireless' and the Department's
records.

The Sheriff needs to make necessary updates (e.9., include assigned users, remove
terminated employees, etc.) to Verizon Wireless' and the Department's records, and
update all records timely thereafter. ln addition, managers/supervisors should maintain
up-to-date records of each non-capital equipment item, including wireless devices,
assigned to their respective employees. Sheriff should also ensure its inventory
includes all required fields, and wireless devices assigned to contractors/consultants are
approved and properly justified to support the contractor's/consultant's need for a
County-issued wireless device to perform his/her duties under a County contract. ln
addition, Sheriff needs to ensure bureaus/units maintain documentation of device
reassignments and notify CFMB of assignment changes to update service providers'
and the Department's records.

AU DITOR-CO NTROLLER
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Sheriff - Gellular Teleohones and Other Wireless Devices Review Paqe 3

Recommendations

Sheriff's Department management:

Make necessary updates (e.9., include assigned users, remove
terminated employees, etc.) to Verizon Wireless'and the Department's
wireless device records, and update all records timely thereafter.

2. Ensure managers/supervisors maintain up-to-date records of each
non-capital equipment item, including wireless devices, assigned to
their respective employees.

3. Ensure the wireless device inventory includes all required fields.

4. Ensure that wireless devices assigned to contractors/consultants are
approved and properly justified to support the contractor's/
consultant's need for a County-issued wireless device to peÉorm
his/her duties under a County contract.

Ensure bureaus/units maintain documentation of device
reassignments and notify the Communications and Fleet Management
Bureau of assignment changes to update service providers' and the
Department's wireless device records.

1

5.

Monitorinq

Departments need to monitor wireless devices to ensure device assignments are
justified based on operational need, usage is appropriate, costs are minimized, and
reimbursements for personal usage are made.

Device Assignments and Annual Reevaluations

CFM Section 4.7.1 requires wireless device assignments to be based on operational
need and not employee level. ln addition, CFM Section 4.7.2.1 requires assignments to
be individually justified and approved by the appropriate level of management. We
reviewed 25 wireless device assignments and noted that the Department did not have
justifications for the operational need and/or approvals for 22 (88o/o) devices. For
example, three assignments were approved by employees holding lower positions than
the user.

CFM Section 4.7.2.1 also requires multiple use or pool cell phones to be controlled by a
specifÍc individual assigned responsibility for logging the use of each individual with
access to the cell phone. We noted that the Sheriff did not log the usage for the three
(100%) pool cell phones reviewed. For example, one pool cell phone incurred
approximately $130 in additional charges but we could not determine who incurred the
charges because logs were not maintained.

AU DITOR.CONTROLLER
COUNTY OF ¿OS A'VGE¿ES



Sheriff - Gellular Telephones and Other Wireless Devices Review Paqe 4

Finally, we noted that the Sheriff conducts annual reevaluations of wireless device
assignments and includes a review of the employee's pricing plan, as required by CFM
Section 4.7.2.2. However, the Sheriff does not include a review of the employee's
additional cost features (i.e., texVpicture messaging and push-to{alk (PTT)) to ensure
the most cost-effective feature rates continue to be used. For example, for the
texUpicture messaging feature, the Sheriff had the option to pay a standard rate per
message (e.9., 20$ per text message), or a flat rate per month for a set number of
messages (e.9., $10 per month for 1,000 messages). We noted that the Sheriff paid
approximately $2,000 more for the flat rate compared to the standard rates for 32 (97o/o)

of the 33 lines reviewed.

The Sheriff should ensure that wireless device assignments (including reassignments
as noted in the lnventory Accuracy sectíon of this report) are approved by an
appropriate level of management and justified based on operational need, and
documentation supporting approvals/justifications is maintained. The Sheriff should
also maintain usage logs for pool cell phones. ln addition, Sheriff management should
include as part of their annual reevaluations, a review of the employee's additíonal cost
features to ensure the most cost-effective feature rates continue to be used.

Recommendations

Sheriff's Department management:

6. Ensure that wireless device assignments (including reassignments)
are approved by an appropriate level of management and justified
based on operational need, and documentation supporting
approvals/justifications is maintained.

7. Ensure usage logs are maintained for multiple use or pool cell phones.

8. Include as part of the annual reevaluation, a review of employee's
additional cost features to ensure that the most cost-effective feature
rates continue to be used.

Device Usage and Gosts

CFMB's Logistics Unit and Mobile Digital Computer (MDC) Unit issue, activate, and
monitor the Department's wireless devices. The MDC Unit is responsible for the SIM
cards in the MDCs installed in Sheriff vehicles, and the Logistics Unit is responsible for
cell phones and all other wireless devices.

CFM Section 4.7.1 requires departments to control device usage and costs through
monthly bill reviews. However, we noted that the Sheriff did not always review wireless
device bills to control device usage and costs (e.9., no usage, minimal usage, etc.).

AU DITOR-CONTROLLER
COUNTY OF LOS AA'GELES
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Gell Phones and Other Wireless Devices (Logistics Unit)

We reviewed Sheriff service provider wireless device bills from December 2012 through
March 2014, which included 5,185 devices (3,192 cell phones and 1,993 other wireless
devices) totaling approximately $3.0 million. We noted that Sheriff paid service fees
totaling approximately $202,000 for 375 (7o/o) of the 5,185 wireless devices that were
not used during the 16-month period reviewed, and $479,000 for 1,139 (22o/o) wireless
devices that were not used for a significant part of the review period (i.e., for periods
between nine and 15 months) due to intermittent usage.

We also performed a minimal usage analysis on cell phones and other wireless devices,
in which minimal usage is defined as averaging less than 40 minutes and/or 1,000
kilobytes of data per month. The 1,000 kilobytes of data usage equates to viewing 20 e-
mails without attachments, one e-mail with an attachment, and one website per month.
We noted the following:

480 (15%) of the 3,192 cell phones had minimal usage, but the Department
incurred service fees totaling approximately $235,000 during the review period.

471 (24o/o) of the 1,993 other wireless devices had minimal usage, but the
Department incurred service fees totaling approximately $224,000 during the
review period.

We also noted that, for the 493 cell phone lines that had the PTT feature, Sheriff paid
approximately $6,300 for 85 (17o/o) cell phone lines that did not use the feature during
the 1S-month period reviewed, and approximately $2,900 for 52 (11%) cell phone lines
that did not use the PTT feature for a significant part of the review period (i.e., for
periods between seven and 14 months) due to intermittent usage.

SIM Gards (MDC Unit)

The Department uses SIM cards, installed in vehicle MDC's, to connect wírelessly to the
Department's network and other law enforcement databases. We reviewed Sheriff
service provider wireless device bills from May 2013 through June 2014 for 2,792 SIM
cards totaling approximately $1.1 million. We noted that Sheriff paid approximately
$21,000 in service fees for 43 (2%) SIM cards that were not used during the 14-month
period reviewed, and $53,000 for 157 (60/0) SIM cards that were not used for a
significant part of the review period (i.e., for periods between eight and 13 months) due
to intermittent usage.

Per the Department, a SIM card is activated to configure the required applications in an
MDC before the MDC is installed in a vehicle. We reviewed 18 SIM cards and noted
that the SIM cards were activated on average five months before the MDC's were
installed in a vehicle. ln addition, some SIM cards were noted to have up to seven
months of non-usage between the activation and MDC installation dates incurring a total
of approximately $1,700 in service fees.

AU DITOR-CONTROLLER
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The Sheriff should deactivate unused wireless devices and review the wireless devices
with minimal usage to determine if they should be deactivated. In addition, the
Department should review wireless device bills monthly to evaluate the cost-
effectiveness of flat rate services, such as texUpicture messaging. The Department
should also review wireless device bills monthly to identify and deactivate unused
devices and unnecessary services.

Recommendations

Sheriff's Department management:

9. Deactivate unused wireless devices and review wireless devices with
minimal usage to determine if they should be deactivated.

10. Review wireless device bills monthly to identify and deactivate unused
devices and unnecessary features.

Additional Charqes

lf wireless device bills exceed plan rates, CFM Section 4.7.2.2 requires department
administrative staff to distribute bills to employees within one month of bill receipt.
Employees are required to review the bills to verify that the charges are correct, and
identify any personal usage/calls. lf the overage (e.9., minute overage) and/or
additional charges (e.9., texting, directory assistance, etc.) are due to personal
usage/calls, employees must reimburse the Department within 30 days of receiving the
bill for the costs that exceed plan rates. Department management is required to review
the bills after they have been verified by employees to ensure usage is appropriate and
any personal usage/calls in excess of plan rates are reimbursed.

From October 2012 through March 2014, the Department did not incur any overage
charges because the Department's cell phone minutes are pooled, but díd incur
additional charges for services such as texUpicture messaging, roaming (e.9.,
international, etc.), directory assistance, application downloads, and long distance,
totaling approximately $33,600. We judgmentally selected one wireless device bill for
each of the 22 wireless device lines that incurred additional charges and noted the
following:

For all 22 bills, the Department could not provide documentation to support that
administrative staff distributed the bills with additional charges to the employees,
or that the employees and/or management reviewed the bills.

For 21 (95%) bills, the employees did not reimburse the County or provide
documentation to the Department noting whether the additional charges, totaling
approximately $4,300, were County related. The one employee who reimbursed
the County appeared to have been notified of the additional charge. However, as

a
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Sheriff - Cellular Telephones and Other Wireless Devices Review Paqe 7

noted above, the Department could not provide documentation to support that
administrative staff distributed the bill to the employee.

Although the Department was unable to provide documentation to support that the 22
bills were distributed, administrative staff indicated that they distribute bills for review
when the additional charges appear to be for personal usage/calls. We also noted that
Sheriff employees were not formally made aware of their responsibilities over wireless
devices or of the additional charges associated with using directory assistance and
other services not included in their plan. As a result, the Department incurred and paid
for additional charges which were not pursued for reimbursement and may have been
for personal usage/calls. The Sheriff should create an acknowledgement form and
require users to sign this form to ensure the users are aware of their responsibilities
over wireless devices. The acknowledgement form should explain their plan and the
services that result ín overage/additional charges. We also noted that the administrative
staff member responsible for reviewing the bills for overage/additional charges also
receives the reimbursements, and these duties should be separated.

The Department should ensure that administrative staff review wireless device bills for
overage/additional charges monthly, distribute bills to employees within one month of
bill receipt, and maintain documentation to support that bills were distributed to
employees. In addition, the Department should ensure employees review the
overage/additional charges to verify that the charges are correct and identify any
personal usage/calls. lf the overage/additional charges are due to personal usage/calls,
employees must reimburse the Department within 30 days for the costs that exceed
plan rates, or notify administrative staff that the usage/calls are County related. ln
addition, management should review the bills after they have been verified by
employees to ensure usage is appropriate and personal usage/call costs in excess of
plan rates are reimbursed. The Department should also consider blocking services
(e.9., texUpicture messaging, international roaming, application downloads, etc.) that
result in additional charges.

Recommendations

Sheriff's Department management:

11. Create an acknowledgement form and require users to sign the form to
ensure users are aware of the policies and procedures over wireless
devices.

12. Ensure wireless device bill review and reimbursement receipt duties
are separated.

13. Ensure administrative staff review wireless device bills for
overage/additional charges monthly, distribute bills to employees
within one month of bill receipt, and maintain documentation to
support that bills were distributed to employees.

AU DITOR-CONTROLLER
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14. Ensure employees review wireless device bills with overage/additional
charges to verify the charges are correct, identify and reimburse the
Department within 30 days of receiving the b¡ll for personal
usage/calls that exceed plan rates, or notify administrative staff that
the usage/calls are Gounty related.

15. Ensure wireless device bills are reviewed by management after they
have been verified by employees to ensure usage is appropriate and
personal usage/call costs in excess of plan rates are reimbursed.

16. Consider blocking services (e.9., texUpicture messag¡ng, international
roaming, application downloads, etc.) that result in additional charges.

lnternal Control Certification Proqram

The Auditor-Controller developed the lnternal Control Certification Program (ICCP) to
assist County departments in evaluating and improving internal controls over fiscal
operations. Departments must review and evaluate controls in key fiscal areas and
certify that proper controls are in place or note that action is being taken to correct any
deficiencies or weaknesses noted.

Many of the issues we noted in Sheriff wireless device operations should have been
identified when Sheriff completed their ICCP. Sheriff management should ensure that
ICCP questionnaires are completed accurately, all internal control weaknesses are
identified, and an improvement plan is developed to address each weakness.

Recommendation

17. Sheriffs Department management ensure that lnternal Gontrol
Certification Program questionnaires are completed accurately, all
internal control weaknesses are identified, and an improvement plan is
developed to address each weakness.

AU DITOR-CONTROLLER
COUNTY OF LOS AA'GE¿ES
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JIM MçDoNNELL, SHERTFF

July 17.2015

Jolui Nairno, Auditor-Contro ller
Department of Auditor-Controller
525 Kenneth Hahn Hall of Administration
Los Angeles, Califbmia 90012

Dear Mr. Naimo:

LOS ANGtrLES COUNTY SHERIF'F'S DEPARTMENT'S RESPONSB TO THE
AUDITOR.CONTROLLER'S CELLULAR TELEPHONES AND OTTIER \ryIRELESS

DEVICES REVIE\ry

Enclosed is the Los Angeles County Sheriff s Depaftment's (Departrnent) response to the Auditor-
Controller's review of Cellular Telephones and Other Wireless Devices Review. The Department's
response include results ofa proactive effort to acldress specihc areas in the report where aclions
have resulted in a cost saving to the Department and the County.

The DepaÍment is in general agreement with the Auditor's firidirigs and has taken steps to
implement the reconrmendations, along rvith a plan of corrective action,

lf you have any questions, please contact Division Director Glen Dragovich, Admiu-istrative and
Training Division, at (213) 229-3305 or Manager Chuck Porter, Internal Audit, at (2I3) 229-3320.

Sincerely,

SHEzuFF

Z J.aJ¡/¡"n 9f Seroice
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July 17,2015John Naimo

JM::CP:cp
(Administrative and Training Division)

Enclosures

Sachi A. Hamai,Interim Chief Executive Officer
Todd S. Rogers, Assistant Sheriff
Glen Dragovich, Division Director, Adrninistrative and Training Division (ATD)
Dean M. Gialamas, Division Director, Technology and Support Division (TSD)
Scott D. Edson, Commander, TSD
Nancy N. Ohara, Lieutenant, Communications and Fleet Management Bureau
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ctllular telephoner for us* in rmrrgencieç nith rpplopriam securin'tonfi'óls ta prr\-ent
misnsr,

The Ðeparrment be líeres the procerr ustd to ;rssign data deriteç rnd cellular phont: :o
muttipk user'ç of ¡ ll hour'. ? da¡-s ¡ n erk ope rrtiou, n hirl¡ iuctrude controls to ãcrount
{or ¡}l derireç. u¡€rtr C'f1f requit'rürents,

RE ('ö-\flIE )lÞåïtro_\ h

M¡ke oecessarre" tpdatel {e g . ioclude a.,ligned u!€r*j" rcû}ó1'e terminated eurplolee'." €tc") lo
Yenzoa lïi¡eless' nnd Ðçatuent'r riele¡r deçire reco¡d¡. and update th¿ recordt lr¡relv
thereaâe¡"

Tlr* å.ud¡tor sta¡ed tbe Þepanorent's record., had üúelesç det'icer a.,sigred to -11 far¿ner

Þepa:trrrert eurplo.l.'ee.,. Of the 4l fonuer Þçarfureot eruplol'ee', li':ted a', n"t,lrelerr

driicr uselç. lé r'ere updaled rvith crÍ!flrf Ðepartmeor eu:plol'ee'" or coatract¿d
*nrplo¡-ee:. befr,ræa l{a¡cb l*14 to Julv 101'l: and ló lines were cancetrltd beru"een

Äprrl 2ûå* 1o hlarrh^7û15. dÕ t* no cturzu{ nuplc.l'ee beiug attigned the dær'íce.

Of the trl dar"ices incruring !:.?û0 ín r¡nkuonu urer fe*r. the D;partruut h¿d t"vo

delices usaccoualÈd for at ¿ co:t of $ó81 o'"'er the 18- ororztb rer,ieu. getiaô.
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Tk Drgartnent rcquiret åndiviúttalt¡¡rits tc rçcrt chauges to lbr Ðeparrmeot's

f¡¡¡rø,rni¡¡tions and F1".1 lrr{qn¡geûreat Brxeau {CnvfB'} Logitticl. I* Februar¡' 201!"
C:FS,ß subrnitted a {:elhrta¡ T*l*phone md Qth:r Þericer policy rer{sioa {s €ßEtFe

t¡aits are beld accougtable fu timel¡. upd¡tisg of ehæses,revisioan to CFMB Logistics"

Tþ3 scbeô¡led roll-cut fur tht þartureut's :erised pclcv it Iuly ?015. and *{lI
ioeluds ocientatioa ¿lrd¡'nininF of thn relpcnsiblc ¡mit cott¡üräd€rc åIrd 5ùff

RECO}[\[E}DåTÏO} II

EssurË maaager:jwpertison ru*lstain trp-to-date records of each noa-eapital equigareat itenl
rsrigued to thek respective eoploret

edanualll.. Cf'$fn Logr"strcl cûriá¡cî:¡ ao accouctabilrty {aventory of all as.srgped cetfular
telrghoner ard Ether dericer assígned to e¡ch u¡rit as reguired by CFM Section 4.7.2.2.

Tbe unit has a desi¡nared petsoa lo æÂrâre rviæless der:ice assigr¡nletrtl aod is able to
årc€sr the MCll inr-ertor,v. at the Uûrt nerel ta deternune lbß 5t4tr$ of a wrrelesE d¿t'ice
at öÐ, tinre" "{ r}Þtetiori of the penon ruryouible fot ûhe de'rices nt tbs mit is lnade la
Tþ Ð€pafinÊur's $lCI'l {cel{ular tdrpbone a¡d wirele",r devicer} invrntoqy :Xrteu as

the porot of contacl. a*d the uûrt inventory- is updated routinrly bv the Ur:¡t md at the

conclusion of the q$.üål auút.

Thc Auditø re(enlly req¡€sted departnents lc n¡burit suggtcstiors fot updating the
f,ounþ Fiscal lfalrual {C'F}Q T}re Ðepatænt ínte¡ds to pror"{de suggestions fcr

rydatrng the CFI![. ¡s it relate¡ lo law eaforcen¡€nt respoasibility. lo ãr*rire
¿ccouotabrlit-v *nd *fücienc1, (cosf cöiltaiüJnenl) oter the rrse of celh¡Í¡r telephonet and
cthrr wireles¡ data deçic*. The Þçanure*t hlieves the process rrsed lo assign

delices to multiple user'ç of a l4 how, ? da;rs a rrcek op€rãtiort* rvbìch í¡¡cfuóe cocfiols
la a{córtût fûr åtl derices. meets ÐF}'f :equirenneots"

RE C'91[\fEliD.åTrOr 3 ¡

Hnsurc lltc ¡lireless lnl'etrlot]'iücludes nll required fieltb.

ThÊ Þnpnrtneal't MCþl lsr"mlor)"records h¡d a1l æquird fietds: idcotifi,catio¡a code.

state of activaiion, *errice pror,idcr. plac t¡e. r¡ser âsir€¡unpnl. us€f identiËcation
aunrber. aud assrguumt location îhe accor:st oumber is the ouly úeld missiog aod

rr'¡ll be addcd p€r the År¡d¡tor's recoqroneadatio¡l is fi¡nc ?01J"
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R[('$}[ìÍË]ÐÅTIO] Jr

En:u¡e that rtirelees d€r.ices atígned Tr cofltractôr5¡conaulta¡rts are qpp{öved aod prcperl3'

Sustided lo sr$pón lhe contrac{or:.'cosrutrtasts oted for a Cor¡r:t'i-i.,sutd rvirelerç drl'ice to
perfoou hrË'heø dutie.. ¡¡oder a CouutX. {ortrâfi-

The Departouol bas cubüittËd a pclicy revi:ion r$ Februäry l0! 5" rtatug roü-
Ðegartrræntal enrylo1'ee¡ rhall nôf bê r¡sued r e o*¡nruqrcat¡or deiice {cellulau or radírri
n*ithou the written approval åom a Dìr'i¡rca ('hief Dil'isic:a Director" or nbore . Tïr
rrtinm approvll shâll be fonurded lc CFI'IÐ Loeistics to apdate the l{Cl[ ia<entory
sy:teru" Tþ çcbe Éuled roll-out for tbe Departaaenf'c revised pofic.o- ir lu{1' :0n-5. and
wtll iuch¡d* orieatatiou ¡$d ¡¡¡rr¡iqg rrf fbe ræponrrble uuit ro:¡r¡¿¡¡der"e nnd lta$

Rå('ü}Í$Ë)iÐåTIOJ í:

Ënsurr brueaus,irnitç r¡¡.¿htai¿ docr:m¿ntatio¡l of det'ice rea:sieu¡r¡eots aád âoll+'the ('FtrlB of
as:i-ø.mraol change: to update l'eri¿ou'rïirelels" md tbe Þepanareot"'; nu"elelc der,'ic¿ r"*cotd"".

The Audrtol slated {he Ðeparrueat 'foad I I rr.irclesr de rices. r¡'hich i¡cruved
appro.rimatelç 12.?00 rn ravice feeg. and ûe ÐeFütmeút car¡1d aot proçrde
docusr€statioû to support r¡'ho åacru:ed the usage aâes tbe einplol-e*'r lermi¡ntion
dates"

TSe follor*'ing is r breakdewo cf the nvelve lvlsel€s: dtçices rea*ign:areff staftrs æd
acco{¡ritabititl' dtxiag the :Evierq period:

F"ow dc';icer h¿d uo tiore gap benl'ee¡¡ tbe teliree andreasri-øolreat of,the deticc to a
s!;l? €ü.t tøplo"ytt.

5h' derics rhou'ed zeto rrlage betrveen the ædree aad reasr,íEp¡neat of,the derice

Two d*.iceg hnd cou*taaf u¡e behveeo tle fime of the retiree aud reasriËnnrent of tbe

derice . The enrglotree *espousible for usage could uot bt d¿teruu¡ed.

The Departnrcuf ageel {haf accwate recocd keepøg is e¡sÊatiål. Ðeparrnreat unrtç .,há{l

be respoo.sible for reponiog a1f chaages in e ellular derice as:iÊFneats immed¡¡teh" ta
CShIB Logistics. The doeu¡r¿nf: the Ðeparturent provided to tbe Åud¡tor showed that
oraly tn o åiser ùnrrredr:sage aftrr tbe enrplovee 'l lanrisatioa date and befote
reasriE¡emest åt Ë rosl sf 5681 a¡d rror ,:.?e)0 over îhe ï8-s¡ontb reçiew penod.

Th Ðepa:tmcnt ha: :ubqutl*d a policy:erisioa ia Februa4' 2015, iostructurg
Dep.lrtruent rmits 1o r*cover coor¡nuucatronl et¡uiporea¡ f*om their *urpf*1.'ees u'bo are
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relier:rd of dutl. {r{ured ot du$". ot tetired. ?be :cbeduled roll-out for the

Ðepurcreot's rerised policy rs Jr¡iv 2015. and will include oritatatioc aod trar$rflg of
the respon,ible tnit coor¡¡anderç ¿nd sta$.

uqj[ToR¡]-G,

The Dtpart¡neut rcquirtd effcctitr åugust 1013, a Chitf to ('kicf anthoniratior ür€mü tû
justíñ' a:signm*nr of any ntw ni:cle:ç dlict rrith rpproval froo th+ Dfti:iol Ðirettor of
,{,dminiçtatirr and Training Dirisíon {.-{TTl}. In Jut¡' 101{. rhe Ðcpartucnt fnr"rhtr
txpandrd irs justificatiot, appror"al and nonitoring prscÊss b¡'requiriag a jurtiÉcatioui
approval forrn fo be compl**d b¡'tht tTnit Comrnandcr.Ilirisíon C'hief. and lhc Dirisiou
Ðir:cfol.of åTD. This requct form is electronicalh' rcanned a¡rd archivcd in tl¡c ('f}fB
Logi:tict 11('M in'tnrorl rctords,

R-E(:OlfllË l û.{TI0} 6:

Ëcgr¡re thrt nireles', dcçice n:ygnr:reot* {rncludrng rearsìfn¡p€ür} ar"e apptored by at
appro'priate ktel of crmageurflrt aod justified baceó or opemtiooal oeed, rad doct¡orentatian

suf'pcrtlnå approl'al,justiúcatioas i^q marntained,

Thc Depanureal has reguired executiçe klel justilicatios aad rgpror,al for the

assiÊu¡¡e* of,uerv r¡ueless devicer fot aål æsìgued us€rs siûae August 2013. The
Ðepanrued fufber tig:htened coulrols ðr'er ap?rÕTat ürd docr¡mcotatrss men-genteut iû
July 20{.*. as de*nbrd aboçe. Tbe Unit Coí¡$¡ndèr is rerpoarible all reas:i¡Fnrents

of celtrtrlar delices in accordsrce u'ith the rerì:ed Nf¿nr¡al of Policv md Procedrves.

RT{O1I\tr}'DåTTQS 7t

Ëû"lue $sage log: are ¡¡aintai¡ed fol ar:rltíple us¡e cr poof cethdar teþhoae',

Trlultiple n:i or pool phooe", are as:i-epe d to the pcdtioû at úe ilnrt Tk Deparmøcat

har a protess in place for rackiug the ¡se a¿d user of pool delice:. Tk iadirtåul
assi-Ened ro tbe porátioo cre¡ler aa elecfronic "d¡ilv log"'in th* mobde drgital csürpuler
a¡d lirtc ¡be cellul¡¡ detice rlsrgned If tlre individual assigned to the posiliou does not
hal-e acc$,s to a ¡rob,ile digtTal tcmpuler. îbe respoolrblt ua¡r alsc h¡rs t desig:¡ated
persôn io rruüuge cellula¡ dcçicc a:rigrn:eols n'ho is able to identi$'the loc¡tios of the

del-ice al aay tiuæ.

The responsibte uait desí;uater å persoß to $ånage cellul¡r derice assignnreatt and is
able to ideûtiflr lLe locatioa of the &r:ce et any ¡ime. Å ãötrtiûri of tbe ibdiçi&¡a!
reqpoasible for the de"urces å( tbe firlt rs ur¡dt i* tåe Depattnmf's ialeutot¡* llsleor as

the poinf of co¡tact The Ðeparrmeø beliete¡ rhe process used to asdgn dala der"iceg
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and cellulu îelepbon* to rt.utrtiple rrserc of a 2-l how. i days a neth operatioa. lhat
¡scludeç cootroh lô åccouû fot all d¿rice: arettr C'Flt requirenents"

KgC ONTTI 5,DåTIOI S:

Include ä* pårt cf the a¡nmtr reeralualioa. r rer"ierv of enrplo¡'ee'r ¡dditional cosü fealtuet le
elrture thnt the rnôtt cort-Éñþctil'e feanrre r.ates coniinuel lo be used.

åll æn'ice pro'.rders.cauier', and n'i¡e leç: del-tce plaa'; me seg€tialed though ebe

(lor¡u1y'",lnternnl,Ser:r'icrs Ðepartnrent #SÐ) Horvet'er'- u'h¡lt lSB ea:rrel tbaf

dtpartorecf¡ obtaiq tbe bert gosrible price for the¡r cellular device cootractr Îåe

Departn:ent ic coutilsuously æeveluatiug puicrng plaør: and coet feaftsÊs atnilable. Fcr
example. it: fr¡*e l(111. the Departnant chose to n¡ove all s¡na¡t phonet fi'om tþe Legrcl'
Account f-or .{ageles Cotuq'platr.l to the Ge¡le¡al .5err.íceç Àtcou¡rt {GSÀ-Fedetal
plao,¡ due 1c lorçer costs The Ðeparl*renf n'aE :leadfast i¿ conrioclflg {$S {h¡t thuç na"
tfu *?e of'plao needed fo rrâúäge asd cortrotr príciug of cçet S.üÑ cellular d,er'ítes.

Tbe Ðeportnreot': rtu:eol unplo¡."ee pncl¿g plaur r* the least expeotive plau atadable,

a¡rd has rruü.srited t€sts" dâta. nad shared pocled rnice nunuttE for all :marl celtrul¡¡.

&r'ícec,

The Ðqparmeat': flip pbone., hate texl md purh 1o talk featuret ôdded tt s üorlthh"
coet. ÐÌlr lo poseible eflrergencv ,ilruâl!or!J- tbe Ðçartoræt deternri¡ed th¡t a llal rtte
nronrhll'charge for unliq¡ìtcd æxting on aufþori:ed fiip phooes ïf,! the ßÐst csåi

effecive ptaø- rnstead of s "charge p€r te:Et'- plat. 1t :hcu{d be ooled lb¡t rn ågrl 10t 3"

tfre Departrnetrl begaa moring al! flip phouas to t {lal ratt pla:r fcr rhareóþooled
r'¡iruiel" asd 100 t€x:t p€tnlÞ{rth for t1{.99 to rçlace the tl? ruonrhlv charge" å: of
Ðeceuber :Õ1-f- åll push tc t¿lk f,eafuer had beet caacelled dræ to f¡oa-ïsåPe.

Ðfl1(E rSå ^L\t ( osTs

The Ðepnlrmrn( sul¡mitteü a poliq' ¡'*rìçion in Ftbru¡rt l0ií. st;rtiug tl¡¡rt ctllsla¡'
telephone derireç th¡i shon non-ü:;rg€ for thl'ee cenrecufive Ðôûths vill harc rulhdal
sen-ice I :u:pended, and trllular tclephonr device s thal sho¡r nott-usagt far sí: consee utile
¡ncntbç çill have cellular ",êl"riceT cancellcð, lrrict a ]êat'. unif commi¡adtrç sh:rll rtlitv
lhc r{location and rhe contiuurd uçe of rrllul¡r drriteç ¡t tlr¡ì¡' urrit b¡:ed on fltqutut¡' of
u*e, rtaílrbili¡- of r(her cornm¡rnicatious equipment. and possiblr conçerting lo pooltd

drtirrç, ('filB nill monitor fo¡-non-usagr lin*t il*rthh', Tle sthcdultü roll-out fol' thc

Drpartmtuf'ç reriged poliq- i¡ Juh- 1015. and nill includr o¡itnt.rtion ¡nd fr¡inåug of lhe

rcsponrible nnit com¡nanders and staff.

Rf,TOUTTE}D,{TIÕI 9:

Dtactit:te r¡uusedwitelets det"íces ¡sd ¡a',iert rrireless delice.$ çi1þ ¡rirrinral usage 1o

dere¡mi¡¡e åf thev.shoufd bc deactir"ated
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Tllc Auditor rer,ieç'ed the Departueot'r urage of ceth¡la¡ tetephoors aod oüec si¡elesr
data deyic€s, i.e.. Sf,\{ carú: dcplolcd iû the ilfDCs {nobile drgital coo¡IrutÊrE iapatrol
cars'). The rçort cc¿ubhed ihe ç¡ireless derice fndragl- {cellulu telq>houcs asd MDC
Sft{ cald:) md categorized rxaç ruto three let-els: ficn-uiågÉ. i¡f*rnrittent rtsage.

{deñûd as a tigniåcnnt pal of thc rer"iew pe{iod approximatelytr6 oroorhsl and

rnimìnrai xrsage {nveragisg lel., th¡r} 40 a}imlte¡ and'or 1,.0Û0 kilobl"tes of data per
malth). The Ðçartureat proactirel'S retieu'ed f,sü-usâg€ md intunuttent usage of
cellular teþhonrs a¡d other rr'i¡eless der-ices duriog the relie¡* period and took the
rreces$åÐ,, si€ps tû collectively tedr¡ct utsge related chalges by approximately $4ó2.W0
ua ól perce¿t of the $755.000 rdcutlfied i¿ thà audit rçort. The following is r suûüirár!'
of Ðepa:tncot' s a ctioü.,

Nou-usage of "{18 wi¡nlers dpr"ics úrhg tlt re¡'iew period.:

l1ó {51 pcrcrût) totaliag apçroxioaæly $! 12,000 trere caúcelled prior to tLe
coucl¡r¡¡oo of tk audrtor"s rtr{ew period Juoe 30. 1014.

óó {Iö p€rceûQ addrtiooal liaes totaHng approximaælvfl1.û00 have beea
ca¿celled ¡¡nce tbe eud of tbn revieç- p€riód"

1ló {31 p€rcêrt} rcmsiriíng li¡cs havr been audiæd hterully nd either
rca*i¡n*d to a oer* ûser or ideotrfied ås tãcti{âl {reçired for law erforceorent
energeücy purposes)"

Inte¡mittmt ueågË af 1,29Õ u'ûeless dclices ûríug tbe rsr"iew pcnod:

é91 {5} percent) of !.296 wireless dericet fplrling approxinatelf' $198.000
rl'ec€ caûcel¡ed pnor to the coaclusioq of the .{uditor-r, Junr 30. f û14 revier¡.
period.

71 {5 perceot) additional liser totalir¡g rpproximately $30.00Û h¡r'e beco
ca¡ceãled riüc€ ùe end of the ¡el'irtç parioa

53"1 {41 pe!'ccür} æ'üainir¡g liæs h¡r'e beer audited iatu:rally md either
reassi¡ped tc r nerv Ðeer or ideûtiû€d g: kcticäl {required for law enforcøneqt
ernergetrcy putposes).

l{inirnat lreage af 932,'n'¡retess der:ices dwing the r;titw pedod:

The "Ard¡to* coaducted å usågé aoallsis of celfu¡lu telçhoocs ¡nd othet uúeltss
der,"ices idcntìfied ar mininral $1age, Thev dcfi¿e mlsjmål nragê el aleraging þsr thaa
.*CI mimrtes sn&or tiervrag 20 en¡rfu n'ifbout atl¡ch¡nents. one ernarl:¡"ith ¡¡r
ãttâchmÊrrÉ. âr (nå nebsit¿ per nronth ÇFA.ÍB l-ogisócs expects {lt¡ct$arioss in voice

o

*

f

,

C
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uåage per itdiriúral and dors ¡ot nrooitor ¡¿óiliü¡al '.virele¡.; deçir'tç nroathåy for

'r¡nímal use fue to thr Dçarlnrer:t'. cuff€nf rvireless device plan" The Ðepamu*ut':
úefault se¡r'ice pl¡'ns ale the least erpealirr br¡udlt al'aÀlal¡le. aod f,e¿aue ur¡limiæd
fexts:dela aod pooled r-.órce $*xtn¡Þr fo¡' all snrarçhoae der-ices aod pooled rclce
¡rinutes. a¡i.d 1ûû texf üoûthly allou'mce fot dltg phooet. (:F'.\fÐ monrtorl ahe monthll'
mioutes uçed la sharedþokd plans 1& eosr¡re There are r,ufñcreot aú$trtes avzulable

In Febannr},' :015. CFS{Ë ,¡ubmitted a rerisíoo to the ìt[aûuälof ?olicy ærd Procedt¡¡e:
:tatiag that eellulu pbo:res as,d rruele.,i dericeg r.h¡Î *ho'.r üúü*uiåse for tlvee
coasecütile arostbs rvill hate :err"ice srr:pendad" aud derrces that ihos'oolr-utage for
sh' conseculíve month: n'¡11 hart se.n-ice cancelled. Tirut comr¡rmders aaor¡allv lelielv
tåe alloc¡tion ud fþe co¡rtinued une +f cr1lul¡r de:'ics ar tbei uort t,; tetnlider
â*.c¡uenc1'of ure. arudabilir_3- cf othel conxrruniç¡ticn: equipueot. arid fea:ibrlrtl'of
c'Íirertmg lo pooled deçicet.

RE ('0\ñmllD:{,TIOï t ü :

8.tr'iew r¡'ûeless delice btlts s¡oqthll te idea¡i&"and de¡ctirate uanr¡ed devicer aqd
u¡urÉc"3saf\- featwer.

,{tl senice prordder.'can'ierç aud u'irelerc derice plars are negotiated tbrough tbe

Cotrnry"t Ïateraal Ser.;ices Ðeparfrneat {lSÐ}: hotter.'er, *he Depanure$f t. cö!st¡ûil'}"
reeçnluatiag pricing plars rad cost feahut: al'¡ilable. h Jrrne 20tr?- the Ðçparturat
chose to gr¡ove rll surart phoueE å'osr {trrt Legaco; Àccosnt {I-or -{agele', Counq'" pTat:) îo

úÊ GeúefâÌ Sen'ices.å,ccouat qGSÅ-Feda'aLplnj &:¿ to ler\r-Êr! co',t:. TLe
Depururut"å ct¡tËtlt ¡vi¡ela",l device cçst ir tbt least expeo.,ir.e plal al'arlable rçitl¡
r¡$lirúÌed textç" dafa. aod sfuaredþolad çoice ¡¡lnuter for all süla¡1 cellulæ deuice,.

The Eepartneal'-,' flip pboael baçe shate,ð'pcoled'.,oice nti¡¡utes fsr lll a crocth t+{tlt
texl ød push rc f¡tr: f¡¡¡rreu sddÊd fcr tlü a aroath. Ðr:t to possible eûerge{¡c}*

riiu¡tionr. fhe Ðepartnreat determised a flal rale montbil cbarge of 91Ø for uolicríted
feÉrårig oa auttrorÞ¡d fup phoaes rça: låe r¡rÐst cost effecti'':e plan rnrtead of r 1"30 ptr
t3Í fëånxe It should b* soted thnt u¡ Åpnt ?û13" the Ðepartmeot began üaring alâ fltp
phones to a flat raTe plåtr îot sbate&'poled nrisutei aod å0ô lexlr per mo¿th for $1J.99
to rçlace thr S37 :¡¡c¡thlt charge for l'oicr u¡d fe..'rl.". The .4.udito¡'detemi¡]éd et paíd

ío excess of 1.0û0 is a 1 5*û¡ooth penod ax 32lbp phcoes b,r" palrag a Ëlat rate fos'

rmltnited texts Siace tûe Ðçanmeot bas ruot'ed to rhe tr1"$.99 flun. ji na', dtterrnimd
th¡f thc Ðepartrueat sated 51û"5é9 for 31 {trp phonel ot'er ir â J- æonth pËfiod.

"\." 
of Decernbel"1014. dl prsb tu t¿lk tlanrre: hsd b€€fl cnnrelled dt¡t to acn-nsage {

s&rne äs Reco¡¡areudatloa 8).
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åç of Dete¡¡hr l0l.l. rhe Ðtpnrtmrnt tstablish*d a minir¡um additional cbarge anonnt
and dirÍribulec tbt bills to thc rmplor'+e for rcria¡rlr¡imburçeü€nt. lf ith approri¡n¡tclr"
8.00CI lines to mouítoro this proress ís r'¿n" timc con:uuing for CFIìIB pcrsoancl, Thr
Dcpar{men( uill er¡luafc the n*cd for additional sfall to continut to conüuct tht
retirrrs, !'e¡mbnr: I m*n t lor rnnntho rûz td ¡rdditional ch arget.

In Septembcr lülf , C.FUB Logisrics crcated a list of guidelÍnes fcr';rirelc¡s derire âsct^r.
Thiç list iç distributed ro thr u:er and all units with indirÍdual ¡irch:s dtricú. åt thr
¡cromrotnd¡tion of the åuditor*{ ontroller. lhe Ðepartmcût nill requirc the ustr to sigu
an ncknowlcdgement form of polic¡' lud procedumr r+garding the nsc of wire le:ç dtrice¡.

R-Ët'OlIlfEl ÞÅTISS I I r

Çreale æ actncrçledgen*nt ftnu and r*quire *lers 1o ri¡¡ the fomr to ansure $sers tre au"are

af tbe polícies and procedures Ð\'erw'irelcqt deçices

Sberiffs Re¡ooure lc I1r Àpree

å. Lst +f *'irelerr ulcr guidelioes rças crealed by CFIÍB Logírtics ia Srytcarber lû1.1-
a¡d is curretlüT di:tributed tc tÂe user æd all units rvltb rlrdu'idr¡ãl qúetes¡ detice
userç. A.t lbÊ æccüûreqdatios of the åuditor. thÊ $Êpartrnent will reqrùe tbc r¡¡er to
sigr æ ncknowledgeûlert lorm ofpolicy andprocrdues rrheothe usef talies possession
of the p'irelegr de'rice.

Tlc Ðepartrueat submitted a policy ¡er'írior ru ftb:unry 3tl5- isstn¡cthg all
Deparfæût eu:plo3ces r*'ho ¿re assigped a cellula¡ der{ce fos usè in tte Ëollr¡Ê of tbeír
Departn:ent buuness shnlá adhere to the follor*fug proceôrres; Vst of the cetrfular
device is tis';tr3¿ rryithia úe Uruled $tatc¡ {U .S }. L** of tùe cellular device oufside tbe
U.S. unnt hare uritteo approratr *sm the unit cos:mander r¡d tk diriçioo ch¡ef"

rtpglicatioa don'nloads. rubrcrþtioa fees" 411 calls- isttruntiorui calls. øó
i¡:teruåtional lestç arc uanutbor:zed chargel. Tbe schedultd rcll-crrl fot the

Ðepartoreot'l rerrsêd polity i: luly 1St 5. and u'dl include anentation and traiaing of
th* respontible uoit conrnauétn a¡¡d staË.

RETOlflTf\'DåTIÛ) I]I

ËrEure rvirefeçs detire bill ¡evie*'¡sd rcimbrxxeûr€ût receìpl duties äæ separat€d-

Tha Þeparaneat haç npproxiarateh. 8.&00 line., Tp moartor *nd CFS{ts T-ogisticr has
tì¡rited st¿ffar:rlabte ls ¡er:ier¡'" d¿stsbule, a¡d collect reimbulseomt" íf applicable
çEI\.ÍB Logistic* has sçamted bitrl rer'írl'distuihltion and rermburEenreat
respoosibilities" A,qy reianburgernent is uon's€ûT lo the CFÏ,ÍB Lo,eistics lieutcüg¡ú or
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sergeaal for rertelß,, and dçosit+d ¡t tbe Ðçartnreaf '¡ Fiscal rtd¡nrûisuatioa CFIIB
Logislics orade arr effon to te&rce rhr umrbec of Þilling Ðl'ertaes and t"hel' haçe becn
slerditrJ'decreusiug. As nf September 1û14- alrylication dorurÉo¡ds. subscnptioo feel"
¡od usauthcri¡ed inteúationrt ro*nring thargel hal'e stopped"

RE C' OIL\ÍE \rD_{TrOI I 3 ;

E¿rure ¡darinílhåtiçe staff rerierr' n'í¡'eleçs ôerice billç for ol'erageÊrôddi¡ior¡d charges

r¡to¡thlç. distnbufe billE to eorplo3'eee vithin oûe ¡noâlh of bril receipt s¡rd o¡årntâir3

docr¡nreü.tatio¿ to suppofi ¡à¡t bi1ls $"ere disuibuteó fo enrpioleet.

¡\rthe t""'e of lhe arrdi(, tirere r!erc nr proceùlre:n ¿stabhshed lo drstribute rvirel*r
der,ice hills ¡r'ith addrtional clrssaes to *orplo'vte . ,1,r ot Ðecen¡ber"l0!4 ÛFS{Ë
Logistics detet¡¡ioed 6 ¡riqi¡qrqrtr additroaal eh¡¡ze motrut and dstnbutÉd &e bítlç Ts

the etrylo1ee for revierr';'¡eir¡bruçer¡rer¡t" These notifrcationc $"ErÊ nêrrî*:thi* lt ,1a1";

of receir,'ing the bill.

RE C0lfrrE)Ð.{TIO} l.t:

Fnsu¡e enrylcaær rer.ielv n'ireless derice billr rvrt& ¡rre$se.''¡dditional elralges to lerí{v the

charges are correct: aod ideatifv æ¡d reiarbrxs€ thË ÞçartmæÎ rvitll¡l 3S dal: of raceivilg tbe

bill fo; persoa¡l u:ase,'callc that $(ce€d plao mtcl" ,ar nali*l rdoriaistrafite staff that the
usagr talts are Couoç- relattd^

At tLe time uf the audit. tbere \t Ë:Ë tlo proceduret estabüibËd tr¡ drlriburt *.,irele¡"
delic* bi,lls rvith addrttonal chffstt to earplo¡tet. ¡ts of Ðecer¡rber' :t14. CFÌUä
Í-ogisfics detetn¡ioed ¡ ¡ri'ti¡urrrt addiriotr¡l charge a¡¡rot¡al aad d¡rtributed the bills te
ttrn ennplol'ee forretiewreímbur;eoent" Tbese notificntions $'ere :€rtt ltittu* ìt dn3'l

of tectiri'S tbe bill. 3be eruplo3'ee ncknswledged rccerpl of the bitrl a¿d respoaded tc

CF$18 Logisticr within oat *'eek Ås of ê,prü 1015" Cl\ffi X"ngistitr, *nlyhad trvo

bill* to drst¡ibute lb¡ reríerv reimbur,:er:¡eot to the enrplo¡'ee for ¡dditi,l$tr unauthorized
charges"

RÉ(tl[\fElDåTIOr l5r

Errs¡ue witeles¡ deçice bills arr rcvÀerted b1'' rnantgeoreût ðftËr Ébr¡'bole r"eri6ed bv
enrplo;reer tc ensure lrsåge ts aglropliate æd petsocal u:age,'call coEts ís Êxf,€s! ofplan ratel
ale reimbr¡r*d-
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At rhê tine of the ¡udii. tùÊre Trene nô procedrrres cstablished ts dbtribt{e wírclrs$
dertcc bills *'itb¡dditioosl ahergæ lc empicæes. As of Ðeceorber 2014, CFI'ÍB
Logistícs det*rmrned ¡ miniar¡æ additìonai chnrgs m¡ouût aad &stributed tbe bills to
thr emplo3'ee frr rer.iewi ¡ei¡nbr¡rsêmest. TLt¡¿ notifications are seat ç'ithi¡r 30 dalt of
r:ccíl{.ag the bill. Tbc corplo¡ce aclcnowledget receþt of tk bilX md téE md€d to
CTMB Logisfics within oae week. If the ¿dditiooat charges rvere Þçartortut related.
lhc eanptolce"s urút Ëomnmrid€r it.itË review the bili.

RE(.O1[U[I1D.{,TrO\ 16r

C'coudcrblocl.qËî xn"ices {e.g." t€xt o¡å3sôgrng. interutiooal ro¿s¡iüg. appLicatioo dor¡'aloadt.
etc"), that lnsult i¡ additios¡l cåarges-

Ihe SÐ conk¡ct rntb rxistiag strvice caffrere' do not alloç tbe Depütued to block
csrain sen'ic€s ie g-- 11 1 c¿lls. applicalion dorsnfcnds. srúccrþtioo feer, etc-]:

howcve¡'. tbe Departneot does block n'eqrhiag tfuat is permitted u¡rdet tb* coo&act tc
avoid ¡dditìonal charg*.

RI C:OStIf I lD.{TIO-r- I ? :

Sl¡rriftc Ðcpartmeot Éråñâgcrüerl edsure th¡t Interual Cooüo! Certiñcation Frogralr
q$e.,rioülraifl¡* are coqrlefed accrxately" all intern¡l *onhol wealnessas are identífied. and m
inrproleætt plar is devetoped'to ¿d&'ess eacL rve¡lncss.

CFÀ{B completrs Ée lsiernål {loa$ol Certi6cation Frogrut qæ*rionoarres amr:ally, a:
required


